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Web Server AdministrationWeb Server AdministrationWeb Server Administration

Maintaining Patch Levels
Stable/Secure Environment

Maintaining Websites
Creation
Deletion

Troubleshooting
Server Problems/Site Problems

Configuring Website Access
Adding/Removing Users
Debugging User access issues

Other Tasks
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Modifying Website AccessModifying Website AccessModifying Website Access

Workflow
Access is defined by the Owner
Requests are made to the Web Server Administrator
Web Server Administrator makes the change
Web Server Administrator notifies the Owner

Problems
Requests are delayed 
Mistakes can be made
Work is duplicated
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Key ConceptsKey ConceptsKey Concepts

What is Role-Based Security?
Users with similar job functions are grouped together 
into roles
Access to resources is controlled using roles
Management of role membership is done by the owner 
of the role
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Practical ImplementationPractical ImplementationPractical Implementation

Role Based Access Control (RBAC)
A Role Based Access Control system was implemented 
at the Pacific Northwest National Laboratory
Integrated with Microsoft Active Directory
Robust Application Programming Interface (API)

RBAC Administration Website
Manage roles and role membership in a single interface
Gives control of access to owners
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ExampleExampleExample
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ExampleExampleExample
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ExampleExampleExample
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Other Uses of Role-Based SecurityOther Uses of RoleOther Uses of Role--Based SecurityBased Security

File share access
Dynamic website content
Email distribution lists
Delegation Management
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QuestionsQuestionsQuestions
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