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Risk Assessment Sensitivity Determination is the 
process to determine the sensitivity level of 
computers at PNNL.
A web-based tool that walks users through 
sensitivity levels and security plans.
Knows which systems are sensitive, who owns 
them, and where they are located.
Confusing DOE requirements made simple for 
staff.

Complexity is the deadly enemy Complexity is the deadly enemy 
of cyber security.of cyber security.
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About the RASD ToolAbout the RASD ToolAbout the RASD Tool

Uses Entrust digital signatures for approvals.
The electronic record is the official one.  Paper 
forms are not accepted.
RASDs are good for 2 years. 
System notifies users to do RASD when 

new system is received 
RASD expires
system changes ownership.

Sensitive data types include NNPI, UCNI, FGI, 
OUO, Intellectual Property, etc.



1/3/2006

RASD FeaturesRASD FeaturesRASD Features

The application tells the user what systems they 
have by querying the PNNL Property system.
Reminds system’s owner to submit a RASD.  
Emails escalate to ISC, line manager, and then to 
cyber security.
Reports generated via web tool and metrics are 
generated nightly.
Audit trail of process is on every RASD.
Notifies Property Reps when computers change 
ownership.
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Approval ProcessApproval ProcessApproval Process

User completes RASD form and digitally signs it.
Host’s manager reviews form and digitally signs it.
ISC reviews form and digitally signs it.
Stored in repository as official record.
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All 
computers 
owned are 

listed.

Dashboard View Homepage Dashboard View Homepage Dashboard View Homepage 

Definitions
Status 

bar

Help easily 
found.
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Information about the 
system is listed.  Users 

can send updated info to 
their Property Rep.

Staff’s line 
manager and 
ISC pre-filled.

User Is KnownUser Is KnownUser Is Known
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Users are walked 
through yes/no 

questions to 
determine sensitivity.

Links to SBMS 
Definitions.

Easy to Determine SensitivityEasy to Determine SensitivityEasy to Determine Sensitivity
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Online security plan 
walks users through 

adding additional 
security to their 

computer.

Starred items 
show PNNL 
standards.

Walks User Through Security PlanWalks User Through Security PlanWalks User Through Security Plan
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Update of User InterfaceUpdate of User InterfaceUpdate of User Interface

Application is ~5 years old.
Original application grew from “proof-of-concept”
prototype with a very rudimentary user interface.

3 years ago UI was updated.
In 2002 we enlisted the help of PNNL usability experts 
from the Rich Interaction Environments group.
Formal study

Observing and recording user reactions to software while 
performing a scripted set of tasks
Producing an end result of a proposed design update
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Results of UI RedesignResults of UI RedesignResults of UI Redesign

Added FAQ and made Help 
links cleaner and much 
more prominent.

FAQ, Help, and Definitions all 
database-driven; editable by 
RASD Administrator.

Better organization and 
clarity of questions.
Drastically improved 
appearance.
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Many Databases UsedMany Databases UsedMany Databases Used

RASD draws extensively from 
external databases.

Property database
“Ops Warehouse” Employee 
information
Network database

RASD also interacts with 
external systems.

Digital Signature System (websign)
Foreign National Visit/Assignment 
(FNVA)

Property
database

Ops Warehouse

Network 
Information
database

RASD

Websign

FNVA
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Handy Features of RASDHandy Features of RASDHandy Features of RASD
Reporting functionality allows ISCs and UCS staff to extract 
actionable data from RASD.

Compliance reporting
Available in HTML or Excel formats
Summarizes by Org Code or by ISC
Higher-level reports for upper-level management
Specialized reports (for example, long overdue RASDs)

Historical lookup
Old RASDs aren’t truly “deleted” and can be queried by ISCs.
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Lessons LearnedLessons LearnedLessons Learned

If at first you don’t succeed, do a user interface 
study.
The customer isn’t always right – as a developer, 
you need to be smart, communicate well, and think 
ahead to what they’ll want next.
Understand the customer’s business and help 
them bring it into the computer age.
External dependencies affect development –
sometimes severely!
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RASD MetricsRASD MetricsRASD Metrics

Total Computer 
Systems:

16218

Approved RASDs: 15622
Expired RASDs: 12
RASD In Progress: 230
No RASD: 354
% with Approved 
RASD: 

96.3% 

Approved RASDs Expired RASDs

RASD In Progress No RASD
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Thank you for your interest!Thank you for your interest!Thank you for your interest!
RASD is available for use to other DOE labs 
through the PNNL Government Use 
Acknowledgement Agreement.
Built in IBM Lotus Notes.
Developed by Rick Riensche.
Contact Lori Ross O’Neil, 509-375-6702, 
lro@pnl.gov
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