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hat Is Security Advisory Review Tool?

B SART was developed to automate and speed up
the process of reviewing security vulnerabllities,
assigning responsibility, and taking action.

» \Web-based tool allows team members to act on
vulnerabilities with respect to PNNL’s computing
environment.

» Turnaround for vulnerabilities is less than a week
from voting to action (previously months).

» Data entered manually or via XML feed from NIST.
» Tracks by CVE (common Vulnerabilities and Exposures).
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1. Manual or Automatic Input

ICVE #'s |CVE-2005-1760

Title INYD: CVE-2005-1760
REDHAT RHSA-2005:502

Bulletin ID{s)  |[OVAL OVAL623

SARG .

Dietielan Immediate
Rakowski Andrew

Fublic Action

Rakowski Anclrew
Frivate Action

Create or Edit Bulletin

Bulletin IO

Title

Date
Feleased

(Farmat: mmdddinnay]

Date Revised

[Format: mmdddinanyg

120172005 - The date the Xh
10/20/2005 - The date on wil

Flatform

CWVE Number

1SS Flexcheck |D Available
Risk Factor Undetermined

Classification

Use the CTRL key and mouse clicks to assign multinle classifications to this

L

Eﬁ;{'ﬂfm 6/13/2005 - The date on whi bulletin.
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3. SART Assigns Responsibility

My Bulletin Actions

CIAC O-030/HPSBUX0311-302 - Hewlett Packa
VirtualVault OpenSSH Vulnerabilities

Wiew Bulletin
YWiew or Post Comments for CIAC C-030/HPSEUX0311-302 - Hewlett Packard sfiebatbtandt S

Shows how Nip— Average Vot

each team How Others Voted: automaticall
James & Reoguired F2A2020038 1000705 Al

member Voted - Dql:lpiniﬂn P2 2003 74255 P CaICUIaﬂ
and when jmgequired 12472003 10:05:57 AL
\ . , Tray L Reguired 122003 7:08:02 AN

|Hc- Opinion |Acce|1tahle Risk |He-:mnmemletl |Re{|uired |Imme¢|iate |[I'u|:-li-:ate |Fteje-:t |ﬁwerﬂge Vote
| 0 | 0 3 | o | 0 | 0 | Required

Pacific Northwest National Laboratory

Batelle U.S. Department of Energy 7



4. Assighed Team Member Closes

Bulletin D ISS Advisory

Title Wired-side SNMP key exposure in 802.11b Access Points

Diate

Released S

Date Revised |6/20/01

Tearm

SnelEar Recommended o . .
Completion Public action
Comments

can be viewed
by Lab staff.
B%iﬁc&.At&[quhis vilnershility does not affect /‘\ y

PHNL'=s wireless LAN, but as vou may
hawve customwers that could he affected
by thi=s, please make them aware of w

Private Aetidn
\/ . TN
Private action
| SubmitAction | only viewed by
|F’Iatform |3E2Dm and Symbol wired access devices SART
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5. Admin Maintains Lists via SART

Maling LIst | Mailing List Name Mailing List Description
Unused Software Vendors g Database E:ttfﬁsse EETERTEE I Edit
1-Seript | i |Macintnsh |Ma|:int|:|5h Yulnerabilities and Patches |m
10-4 APS | ] |Netwnrk Infrastructure |Hardware Yulnerabilities and Patches |m
1Twio Personal Digital Assistant Vulnerabilities .
427BE u PDps and Patches Edit
4D | 13 |Snﬁware Application |‘v’arinu5 software applications |m
885cript ; —
Ty 3 UNEALinu g;ﬂtli{hc;rsLmux 05 Yulnerabilities and Edit
Ab_cZone_lt : Yweb servers and services vulnerabilities and .
AbiSource 2 YWWeh services e Edit
Abuse-50L ; —
Accelerated E Solutions 4 Windows 2000 Epcdhnis AL e v lzebliles o Edit
Access user Class .
5 indows 5,98 E‘ug?cdhn;s 95/98 Yulnerablilities and Edit
Assignments ¥ | 12 |Windn:|ws bl YWindows Me “ulnerabilities and Patches  |Edit
Keyword Sarg Member
Apple Adan .r- .
°
Computer Associates Alexd Malllng LIStS
B sexd ¢ Team Members
Whlyare Alexd HH o ;
* Vulnerability Classifications | .
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6. SART Generates Metrics

Reviewed |Under Review Completed |Percentage
199 A0 03 A8 735%
Final Vote Count
Immediate 2
Fequired a0
Fecommended 100
Acceptable Risk §
: [4
Reject Advisories processed per year
Platform
3744
Database
hacintosh
Metwork Infrastructure 19 215 386
FDAs
Software Application
: Y01 FY02 FY03 FYo4 FY05
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SART Development Facts

» Database platform is SQL Server

> Built on ASP.NET

B Runs IIS Server version 5.0 or later
» Uses SMTPMall Mail Engine

» Customized interface based on user access level
(DB Admin, SART Admin, Team Member)

» Developed by Phil Capiral and Brian Viladimiroff
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SART Process Design

) : NVD Parser
E— Views Bulletins SART Email (Daily)
General Public Reminder (Daily) y
[} Vote and Assign
SART Team Member Astions
=
=
=
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Edit Data and
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SART Development Challenges

B There are too many vulnerabilities to act on
e Hard to keep up with data entry
e Batch voting

» There are too many vulnerabilities to assign
e Default assignments

e NIST soon to implement a standard scoring system
(CVSYS)

P It IS hard to associate vulnerabilities with other
systems

e Use CVE as unique identifier
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Thank you for your interest!

» SART Is available for other DOE labs to use
through the PNNL Government Use
Acknowledgement Agreement.

» Has been shared with

e Lawrence Livermore National Lab
e Honeywell Kansas City
e Sandia National Lab
e Savannah River Site
e Oakridge National Lab
» Contact Lori Ross O’Neil, 509-375-6702, [ro@pnl.gov
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