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Many sources…

Turned into a common look and feel…

Produces a cohesive solution.
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What Is Security Advisory Review Tool?What Is What Is SSecurity ecurity AAdvisory dvisory RReview eview TTool?ool?

SART was developed to automate and speed up 
the process of reviewing security vulnerabilities, 
assigning responsibility, and taking action.
Web-based tool allows team members to act on 
vulnerabilities with respect to PNNL’s computing 
environment.
Turnaround for vulnerabilities is less than a week 
from voting to action (previously months).
Data entered manually or via XML feed from NIST.
Tracks by CVE (Common Vulnerabilities and Exposures).
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Downloads 
advisory into 

database.

Determines the 
default advisory 
severity based 
on NVD.

Assigns 
advisory to  
team expert.

Team member 
accepts or re-

assigns advisory. 

Team member 
edits instructions 

for PNNL env.

SART Process Flow

Advisory results 
recorded and 

public. 
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1. Manual or Automatic Input1. Manual or Automatic Input1. Manual or Automatic Input
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2. Team Members Vote2. Team Members Vote2. Team Members Vote

• Drop-down box 
to cast vote.  
• Can see how 
others voted.
•Votes are 
weighted.
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3. SART Assigns Responsibility3. SART Assigns Responsibility3. SART Assigns Responsibility

Shows how 
each team 

member voted 
and when.

Average vote
automatically

calculated.
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4. Assigned Team Member Closes4. Assigned Team Member Closes4. Assigned Team Member Closes

Public action 
can be viewed 
by Lab staff.

Private action 
only viewed by 

SART team.

Public Action

Private Action
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5. Admin Maintains Lists via SART5. Admin Maintains Lists via SART5. Admin Maintains Lists via SART

• Mailing Lists
• Team Members
• Vulnerability Classifications
• Vendors
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6. SART Generates Metrics6. SART Generates Metrics6. SART Generates Metrics
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SART Development FactsSART Development FactsSART Development Facts

Database platform is SQL Server
Built on ASP.NET
Runs IIS Server version  5.0 or later
Uses SMTPMail Mail Engine
Customized interface based on user access level 
(DB Admin, SART Admin, Team Member)
Developed by Phil Capiral and Brian Vladimiroff
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SART Process DesignSART Process DesignSART Process Design
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SART Development ChallengesSART Development ChallengesSART Development Challenges

There are too many vulnerabilities to act on
Hard to keep up with data entry
Batch voting

There are too many vulnerabilities to assign
Default assignments 
NIST soon to implement a standard scoring system 
(CVSS)

It is hard to associate vulnerabilities with other 
systems

Use CVE as unique identifier
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Thank you for your interest!Thank you for your interest!Thank you for your interest!
SART is available for other DOE labs to use 
through the PNNL Government Use 
Acknowledgement Agreement.
Has been shared with 

Lawrence Livermore National Lab
Honeywell Kansas City 
Sandia National Lab
Savannah River Site
Oakridge National Lab

Contact Lori Ross O’Neil, 509-375-6702, lro@pnl.gov
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